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POSITION DESCRIPTION:  
Network Administrator


PURPOSE OF POSITION

This position will be responsible for administration of networking systems in support of internal corporate operations as well as hosted enterprise applications developed, deployed, and supported by Partnet. General activities will include installing, configuring, securing, and maintaining various network devices and developing processes and documentation to ensure stable, continuous operation. The candidate should be comfortable working in a collaborative team environment, have good communication and writing skills, show personal initiative, and be willing to take ownership of emerging problems and areas of responsibility. The ideal candidate will demonstrate creative and persistent problem solving skills and will actively advocate for better practices while being diligent in conforming to established procedures.

PRINCIPLE RESPONSIBILITIES

· Install, configure, and maintain networking equipment, track and apply patches, utilize standard software package and system utilities
· Maintain a thorough-going and comprehensive network security posture

· Diagnose and troubleshoot hardware/software problems
· Monitor systems availability, performance, utilization, and security
· Support existing multi-site network infrastructure on a daily basis including monitoring, troubleshooting, and resolving network related issues
· Apply recommendations, knowledge and experience for improvements to LAN/WAN based on the changing needs of the business
· Design, plan, implement, document and integrate new network technologies as required
· On-call pager rotation

* Candidate must be able to pass Department of Defense security background check.

EXPERIENCE REQUIRED
	
	

	· Required Experience:
	BS/BA or MS and 2 years applicable experience, strong familiarity with TCP/IP, switching, routing, packet filtering


	· Beneficial experience:
	Checkpoint firewall administration, Cisco routers and switches, F5 load balancer

Current SANS (or related) networking security certification


	· Equipment Utilized:
	Cisco network equipment including routers and switches, F5 load balancers, checkpoint and Cisco firewalls, Cisco wireless; Linux-based workstations and servers


	· Supervisory Responsibility:
	Will be expected to train more junior team members when transferring skills to share working knowledge with the broader team


	· Supervision Received:
	Moderate supervision with regard to activity planning and scheduling. Initial task supervision will vary with the candidate’s experience, but all candidates are expected to work with a high degree of autonomy once trained.
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